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i Agenda

= Sophos’ 10 Latest Viruses

= Bothets

= Common worms propagation methods
= Network + Host based detections

= Manual removals™

= Defense-in-depth

= Questions + contact info

= References



Sophos’ 10 Latest Viruses

= November 3, 2004 LATEST VIRUSES
Agol|for|gt|phat|r|rx J3/QHosts21-A
 (Agolforlgtiphatirlrx| S
S ) O WaizBagz-F
= Email and P2P worms 132/Rbot-OR
. W32Rbot-OP
= Infected machines )
Since Apl’l|’04: W32iShodiF
= Approx. 1800 unique W32/Bagie-AV
hosts™* W32/Bagle-Al updated

Wi2/Forbot-BZ

More...
*multiple infections, only border NIDS



What Is a botnet?

= Mostly from a slide by John Kristoff — NANOG32
= An army of compromised hosts (bots)

= Under a common command and control (c&c):
= Commonly IRC-based
= P2P — Phatbot

= The bot:
= Servant code, exploit and attack tools

= The purpose:
= DoS, id theft, keyloggers, phishing, spam
= For fun and profit



i Rbot Commands

<@pwnz> .findpass
<dark> [FINDPASS]: The Windows logon
(Pid: <111>) information is: Domain:
\\Windows, User: (Bill Gates/(no password)).

<@pwnz> .capture screen C:\Screenshot.jpg
<dark> [CAPTURE]: Screen capture saved to:
C:\Screenshot.jpg.

s http://jayzafool.com/commands.html



http://jayzafool.com/commands.html

Rbot Commands — Scans

advscan Starts a scan using (check|| <@pwnz> .advscan netbios 100 5 120 -b
advscan.cpp) with on a -r
delay of , for on If -a is <dark> [SCAN]: Random Port Scan
specified, starts a scan started on 192.168.x.xX:139 with a delay
using the A class on the of 5 seconds for 120 minutes using 100
bot. Likewise with -b. threads.
Using -r makes the rest of
the ip become random. If
a,b or r aren't specified,
the [ip] must be in
format: A.B.C.D. X can be
used as one of the
numbers, as it is
evaluated as a random
Nnumber.
scan Starts a port scan at : < @pwnz> .scan 24.222.212.37 445 10
with delays of . <dark> [SCAMN]: Port scan started:
24.222.212.37:445 with delay: 10({ms).
scanstats || Returns various < @pwnz> .scanstats
information about a scan. <dark>= [SCANMN]: Exploit Statistics:
Returning how many WebDawv: O, MetBios: O, NMTPass: 0O,
exploits there has been Dcom1325: 0O, Dcomd445: 0, Dcom1025: O,
found. Dcom2: 0, MSSQL: 0, Beaglel: O,
Beagle2: 0, MyDoom: 0O, Isass: 10,
Optix: O, UPNP: 0O, NetDewvil: 0O,
DameWare: 0, Kuangz: 0, Sub?7: 0O,
Total: O in Od Oh Om.
scanstop Stops whatever scans are < @pwnz> .scanstop

in progress and kills the
threads.

<dark> [SCAN]: Scan stopped. (11
thread(s) stopped.)




i Rbot Commands — Attacks

ddos.stop Stops whatever DDoS threads there are. <@pwnz> .ddos.stop

<dark> [DDoS] DDos flood stopped. (1 thread(s) stopped)
ddos.syn Starts a DDoS (syn, ack, or random) on : for <@pwnz> .ddos.random
ddos.ack <dark> [DDoS]: Flooding: (24.222.212.37:337) for 120

ddos.random

seconds.

icmpflood Starts a ICMP flood on for . If -r is present it spoofs <@pwnz> .icmpflood 24.222.212.37 120 -r
the IP's. <dark> [ICMP]: Flooding: (24.222.212.37) for 60 seconds.
pingflood Sends to with sizes of and a delay of . <@pwnz> .pingflood 24.222.212.37 120 1000 4096 100
<dark> [UDP]: Sending 1000 packets to: 24.222.212.37. Pacl
size: 4096, Delay: 100(ms).
pingstop Stops a pingflood. <@pwnz> .pingstop
<dark> [PING] Ping flood stopped. (1 thread(s) stopped)
synflood Synfloods : for seconds. <@pwnz> .synflood 24.222.212.37 337 120
<dark> [SYN]: Flooding: (24.222.212.37:337) for 120 second
synstop Stops a synflood. <@pwnz> .pingstop
<dark> [SYN]: Syn flood stopped. (1 thread(s) stopped.)
tcpflood Methods can be: syn, ack or random. TCP floods : for| <@pwnz> .tcpflood ack 24.222.212.37 337 120 -r
seconds. If -r is specified, flood is spoofed. <dark> [TCP]: Spoofed ack flooding: (24.222.212.37:337) for
120 seconds.
udpflood UDPfloods :[port] (, all sizes of ) with a second delay || <@pwnz> .udpflood 24.222.212.37 1000 4096 100
<dark> [UDP]: Sending 1000 packets to: 24.222.212.37. Pacl
size: 4096, Delay: 100({ms).
udpstop Stops a UDP flood. <@pwnz> .udpstop

<dark> [UDP] UDP flood stopped. (1 thread(s) stopped)



What are the propagation
i methods?

= Vulnerable services
= RPC-DCOM (MS04-012, MS03-039, MS03-026)
= LSASS (MS04-011)
= Web browsers (IE, Mozilla, etc.)

= Weak passwords (incl. MS-SQL)
= Emails: MyDoom, Beagle
= Peer-to-Peer



SANS Top 10 Windows Vuln.
‘L http://www.sans.org/top20

= W1 Web Servers & Services

= W2 Workstation Service

= W3 Windows Remote Access Services
= W4 Microsoft SQL Server (MSSQL)

= W5 Windows Authentication

= W6 Web Browsers

= W7 File-Sharing Applications

= W8 LSAS Exposures

= W9 Mall Client

= W10 Instant Messaging


http://www.sans.org/top20

i Detections — Network-level

s Network-based IDS & RNA

= HOST SYN SWEEP to TCP
80,135,139,445,1025,3127,6129...

= Worm specific signatures
= Abnormal FTP ports

= Network slowness reports — Packeteer
= DoS launched by controlled bots

= Network audits — nmap, nessus, custom
scripts

= Internal and external reports




i Do these look familiar?

= Windows + TCP 113
= USERID : UNIX : glniyvel
= USERID : UNIX : ketz

= FTPd on abnormal ports
= 220 StnyFtpd Owns jO
= 220 Serv-U FTP-Server v2.5i for WinSock ready...
= 220 Serv-U FTP Server v4.0 for WinSock ready...
= 220 Bot Server (Win32)




i How about this?




i Detections — Host-level

s Personal Firewalls alerts
s Anti-Virus software

= Adware/Spyware detection

= Spybots Search & Destroy, Ad-Aware,
HijakThis, BHODemon

= File integrity tools: md5sum
= Strange system behaviors



Personal FW — Outgoing alerts

KerioPersonal®=irawwaoall

A application iz trving to communicate with a remote computer. Fleaze decide if pou
weant to permit zuch communication or derny it

Outgoing Connection Alert (Internet)

] m=srn

192 168_27F 133, port 66T

Rermote point:

T Create a rule for this communication and don't azk me again.

[30A4722004 23:08:10]

Dretails

Chirection: outgoing

Local Point: All [0.0.0.0], port 1131

Adapter: AkD PCHET Family Ethernet Adapter

Remote Paoint: 192168 .27 133 [192.1658.27.133). port BEBEY

Pratocal: TCP
_"I_I

=

I Create an advanced filker rule




Personal FW — Incoming alerts

KerioPersonalEEiz=uwiwrcill

L application iz tiving o cormmmunicate with a rernote computer. Please decide if pou
waank bo permit =uch communication or deny ik,

Incoming Connection Alert {Internet)

1 msrll

192 1685_8&5 130, port 24232

Femote point:

T Create a e for this communication and don't ask me again.

[411 /2004 22:493:022]

<< Detals

Details

Dhirection: incoming

Local Point: Al [0.0.0.0], port 2200

sdapter: A0 PCHET Family Ethernet ddapter

Femote Paoint: 192.162.82.130 [192.168.22.1320]. part 2422

Frotocal: TCF
_-*I_I

K

I Create an adwanced filker rule




Strange behaviors — new

i listening ports

CiwTools>fport

FPort v2.8 — TCP/IP Proces=s to Port Mapper
Copyright 2888 by Foundstone, Inc.

http:= ~uwuu.foundstone ..com

Process Port Proto Path

msrll —» 113 TGP C:sUWINNT ~system32 ~mfm~mzrll.exe

suchost -» 135 TCP C:sUWIMNT~=sy=tem32ssvchost _exe

System -» 139 TGP

System —» 445 TCP

ME8Tazk —-» 1825 TGP C:sUWINNT~syztem3Z2~MiTask.exe

kpf4gui -» 1826 TCP C:sProgram FilessHKeriosPerzonal Firewall 4skpfdgui.exe
kpf4gui —-» 1828 TCFP C:sProgram FilessKerio“Perszonal Firewall 4nkpfdgui.exe
kpfd== -» 1838 TCP C:sProgram FilessKeriosPerzonal Firewall 4skpfdzz.exe
kpf4gui —-» 1833 TCFP C:sProgram FilessKerio“Perszonal Firewall 4nkpfdgui.exe
kpf4gui —-» 1835 TCP C:sProgram FilessHKeriosPerzonal Firewall 4skpfdgui.exe

kpfdzs —-» 1837 TGP C:sProgram FilessKerio~Perzonal Firewall 4~kpfdzz.exe
System -» 1839 TCP

msrll —-» 2288 TCFP C:sUWINNT ~system32 ~mfm~msrll.exe

kpfd=s= —» 44334 TCP C:sProgram FilessKeriosPerzonal Firewall 4skpfdzz.exe
kpfdszs —» 44581 TCFP C:sProgram FilessKerio~Perzonal Firewall 4~kpfdzz.exe

System —-» 137 uDP

System -» 138 unP

System —» 445 uDP

1za== -» L@@ unP C:sUWIMNT~=sy=tem32~1zass .exe

kpf4gui —» 1827 UDFP C:sProgram FilessKerio“Perszonal Firewall 4nkpfdgui.exe
kpf4gui -» 1829 UDP C:sProgram FilessHKeriosPerzonal Firewall 4skpfdgui.exe
kpf4gui —-» 1834 UDFP C:sProgram FilessKerio“Perszonal Firewall 4nkpfdgui.exe
kpf4gui -» 1836 UDP C:sProgram FilessHKeriosPerzonal Firewall 4skpfdgui.exe
lzas= —-» 4588 UDFP C:sUWINNT~system32~l1lzass .exe

kpfd=s= —» 44334 UDP C:sProgram FilessKeriosPerzonal Firewall 4skpfdzz.exe




Manual removal*

= Find the malicious process

= Netstat: (Windows XP SP2)

= -a: displays all connections and listening ports.

= -b: includes executables

= -V: more verbose (with —b)

= -N: No address/port resolution

= -0: displays PID so you can match it task manager

= Fport: http.//www.foundstone.com/
= ActivePorts: http://www.ntutility.com/freeware
« TaskInfo: http://www.iarsn.com/taskinfo.htmi



http://www.foundstone.com/
http://www.ntutility.com/freeware
http://www.iarsn.com/taskinfo.html

* Manual removal...*

= Is it a legitimate service ports?
= http://www.iana.org/assignments/port-numbers
= http://www.dshield.org/port_report.php
= http://www.neohapsis.com/neolabs/neo-
ports/neo-ports.html
= Is it a legitimate system files?

= md5sum — http://www.etree.org/md5com.html

= NIST Checksum DB —
https://www.sirt.arizona.edu/checksumcheck/Sear
chbyFile.php



http://www.iana.org/assignments/port-numbers
http://www.dshield.org/port_report.php
http://www.neohapsis.com/neolabs/neo-ports/neo-ports.html
http://www.neohapsis.com/neolabs/neo-ports/neo-ports.html
http://www.etree.org/md5com.html
https://www.sirt.arizona.edu/checksumcheck/SearchbyFile.php
https://www.sirt.arizona.edu/checksumcheck/SearchbyFile.php

i Manual removal...*

= Terminate the malicious process (e.g. psKill -
http://www.sysinternals.com)

= Find & delete the malware:
= Hidden files/folders
= Hidden operating system files

= Clean up registry keys

= Check AV vendors’ website for similar
worm/virus variants

= Reboot and validate!
= Total SYSTEM REBUILD when necessary



http://www.sysinternals.com/

Manual removal...*
Places programs load from

= Start Menu — Startup Group
= Autorun.inf
= Registry

= "Using Registry Editor incorrectly can cause serious, system-wide problems
that may require you to re-install Windows to correct them. Microsoft
cannot guarantee that any problems resulting from the use of Registry
Editor can be solved. Use this tool at your own risk."

s HKLM\Software\Microsoft\Windows\CurrentVersion\Run
s HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices

= Each user has a registry area named HKEY_USERS\[code number
Indicating user]\. For each user locate the entry:
= HKU\[codenumber\Software\Microsoft\Windows\CurrentVersion\Run\

= HK\U\[codenumber]\Software\Microsoft\Windows\CurrentVersion\RunServic
es



Manual removal...*
Places programs load from...

= Browser Helper
Objects
= BHO demon

| AcrolEHelper = Benign fcrolEHelper. AcrolEHIprobj, 1 | Adobe Acrobat IE Helper Yersion 6.0 For Ackive,

@ SDHelper.dl o= Bieriign SpyBot Search&Destroy
GoogleTaalbar 1, dil Benign googletoolbar,dll, googletoalbar®,dll (* = number

Settings ‘ @ Help

Check for Updates ‘ t}| Refresh




Manual removal...*
Places programs load from...

= Internet Explorer
Helper Objects

= Tools->Internet
options

= Click on the
“Settings” button

-

Internet Chptions

-,

@<

General E_Securit_l,l Privacy | Content | Connectionz | Programs .-'l‘-.dvan-:ed'__

Home page

L

*rou can change which page ba uze for pour home page.

Address: about:blank.

[ Uze Current ] [ Uze Default ] [ Uze Blank

Temporary [nternet files
oy Pages you view on the [nternet are stared in a special folder
& Y for quick wiewing later.

[Delete I:Dcuk_ies...] [ Delete Files. . ] [ Settings. ..

Histary

=

The History folder containz links to pages vou've wisited, for
quick access to recently viewed pages.

20 *3* Clear Hiztory

Daysz to keep pages in histany:

[

Calars... ] [ Fonts. .. ] [ Languages... ] [Acc@ssibilit}l... ]

Lok I

Cancel ]




Manual removal...*
Places programs load from...

= Internet Explorer Helper Objects

= Click on the
“View Objects...”
button

Settings

Ijé

J

Temporary Internet files Folder

Current location;

amount of disk space ko use:

Check For newer versions of stored pages:
() Every wisit to the page

D Every time wou start Internet Explorer

{:ﬁ MNewver

iZ:\Documents and Settings)PTatelLocal
Settingst Temporary Internet Files!

330 & MB

[ Move Folder.., ][ Wieww Files, .,

][ Wiew Chjects. ., ]

[ 0] 4 ] [ Cancel ]




Manual removal...*
‘L Places programs load from...

= Internet Explorer Helper Objects

= Right Click on each object to see what it
belongs to.

[E] CAWINDOWS\Downloaded Program Files = =2]Ed
Eile Edit Wie Faworites Tools Help ;','
- 3 Ban > | . o Search B Faolders -
: Address II_EI W IRDOW S\ Dovwenloaded Program Files v So
Program File - Skaktus Tokal Size “reation Dakte
Folder Tasks e [§] {ZE3SE4087-0000-001 0-S000-008A003S9E7 1} Lirkronwn 4 KB Mone
= chare this Foldior [&] Jawa Runtime Environment 1,4.2 Installed Mone zfzziz068 1144 ,
= [&] 3awa Runtime Environment 1.4.2 Installed Mone zizeiz068 1144 ,
@ Microsoft OFFice Template and Media Control Installed 92 KB SIf1z/2004 11:36 .
Oother Places = @ Office Update Installation Engine Installed 312 KB SIZFIZ003 <4: 10 Al
(W] Shackwave activex Cankrol Installed 4 KB 10/6 2004 11149 .
W TRD S %] sShockwave Flash Object Installed 4 KB &/9/2004 3:59 PM
My Dracurments [&] Update Class Installed 120 KB S/Z5/Z003 6:06 PN
Shared Documents ] winwebContral Class Installed 124 KB FILZZ004 1:15 PH
& My Metwark Places %] ZoneIntro Class Installed 54 KE 4f5iz004 7103 PM
Details £
< [
10 objects




Manual removal...*
Places programs load from...

= Internet Explorer
Helper Objects

= Code base sort of
helps

WUWebControl Class Pro perties

Genera | ] Dependenc_l,l] '\-"ersiu:nn]
WhwebContral Class
Tupe: Activess Control
Created: 71342004 1:15 P4
Lazt Accesse d- 11/3/2004
Total Size; 126976 bytes [124 £B]
10: {E4145126-B972-4510-400 8-FCFOF 33E833CY
Status: Installed
CodeB asze: http: /45 windowzupdate microzoft. comdwBoonsL.

o]




Defense-in-depth
‘L Network layer

s Router ACL & RACL
s Firewall & NIDS

= Vulnerability scanners
= Nessus — www.nessus.org
= SARA — http://www-arc.com/sara/

= Nikto — web server scanner
» http.//www.cirt.net/code/nikto.shtml

= Careful scans — consult/notify SIRT ©



http://www.nessus.org/
http://www-arc.com/sara/
http://www.cirt.net/code/nikto.shtml

Defense-in-depth

i Host layer

= Patch, patch, patch... ©

= Host-based firewall — Kerio

= Host-based IDS and anomaly detection
= Anti Virus software — Sophos AV

Bvailable Products/Platforms

+ Sophos Anti-Yirus

+ SAVADmin(Yindows server-based administrative tool)

+ Sophos MailMonitar perfarms virus detection and disinf
Exchange 2000 and SMTP. The software must be instz

+ List of available platforms for Sophos Anti-Yirus

* Sophos Enterprise Manager AVUS Service

+ Sophos Remate Update R




Defense-in-depth

i Host layer

= Spyware/Adware detection tools

= Spybots Search & Destroy, Ad-Aware,
HijakThis, BHODemon

= Know your systems

= Backups
= Make sure you test it!
= In case you need it.




Knowing your systems

= Only run necessary
services
= Disable UPnP

= Turn off Remote
Assistance and
Desktop Sharing

5

ystem Properties
General | ComputerMame | Hardware | Adwvanced |
System Restore Autornatic L pdates . J Remate

~ ‘=2 Select the ways that thiz computer can be uzed from another

location.

Femote Azsistance

[Jisllows Bemote Assistance invitations bo ke sent friom this computer

Learn more about Bemote Sssistance.

Remote Dezkiop
[] &llows users ko connect remately ta this computer

Full computer name:
blkviper

Learn more about Bemote Desktop.

[ Select Remate Users... ]

Ok ]I_ Cancel ][ Apply




i Knowing your systems...

= Understand ‘default’ configurations

= Anonymous access — Null sessions
=  HKLM\SYSTEM\CurrentControlSet\Control\Lsa
= Set “RestrictAnonymous” to 2

= GPO

Disable “Network Access: Let Everyone permissions apply to anonymous
users”

Enable “Network Access: Do not allow anonymous enumeration of SAM
accounts and shares”

Disable “Allow anonymous SID/Name translation”

= Default shares

= HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\para
meters

= Add AutoShareServer —Dword value 0
= Default passwords and user accounts
= Blank passwords, unused accounts



i Knowing your systems...

= Strong password policy & password
audits
= Always use NTLM2 when possible

= Advance written permission before audits
©

»« LC6, John the Ripper



i Knowing your systems...

= Host-level audits
= Written audit procedures are always GOOD
= Checks for abnormal behaviors
= Free command line tools + SMOP

= Check your logs...

« The Top 10 Log Entries that Show You've Been
Hacked

http://loganalysis.org/news/tutorials/index.html



http://loganalysis.org/news/tutorials/index.html

Knowing your systems...
‘L Host-level audits...

= Foundstone’s Forensics Toolkits & fport
http://www.foundstone.com/resources/freeto
ols.htm

= Somarsoft Utilities — Dump(sec|evt|reg)
nttp://www.somarsoft.com/

= PSTools -
nttp://www.sysinternals.com/ntw2k/freeware
/pstools.shtml

s Windows Resource Kits



http://www.foundstone.com/resources/freetools.htm
http://www.foundstone.com/resources/freetools.htm
http://www.somarsoft.com/
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml

Defense-in-depth
YOU-ARE-IT!

= Review your logs!! — did | just say it again?
= End-user education
= http://security.arizona.edu/awareness.html
= http://www.cert.org/homeusers/
= Policies and procedures
= U of A Acceptable Use of Computers and Networks
» http://security.arizona.edu/policies-guidelines.html
= Departmental guides & policies
= FSO - http://www.fso.arizona.edu/fso/computing/policies.asp
= Rescomp - http://www.rescomp.arizona.edu/quides/aup.php
= Information sharing
= SIRT-discuss + Netdiscuss
= Send samples to AV vendors



http://security.arizona.edu/awareness.html
http://www.cert.org/homeusers/
http://security.arizona.edu/policies-guidelines.html
http://www.fso.arizona.edu/fso/computing/policies.asp
http://www.rescomp.arizona.edu/guides/aup.php

‘L Conclusions

s It's a WILD network

= Layered of defenses
= YOU-ARE-IT!



‘L Questions + contacts info

= Feedbacks?

= Rusma Mulyadi — rmulyadi@arizona.edu
= Paul Tate — ptate@email.arizona.edu

= SIRT Team - sirt@arizona.edu



mailto:rmulyadi@arizona.edu
mailto:ptate@email.arizona.edu
mailto:sirt@arizona.edu
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Useful resources

= https://www.sirt.arizona.edu/page.php?page=seclink
= https://www.sirt.arizona.edu/page.php?page=secOs

= http://security.arizona.edu/

m http://sitelicense.arizona.edu

= Spybots Search & Destroy: http://beam.to/spybotsd

= Ad-Aware: http://www.lavasoftusa.com/

= HijakThis: http://www.spywareinfo.com/~merijn

= BHODemon: http://www.definitivesolutions.com

= http://loganalysis.org/



https://www.sirt.arizona.edu/page.php?page=seclink
https://www.sirt.arizona.edu/page.php?page=secOs
http://security.arizona.edu/
http://sitelicense.arizona.edu/
http://beam.to/spybotsd
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http://loganalysis.org/
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