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Abstract—The ability to classify packets according to pre-defined ries Our algorithm is also unique in the sense that it can take into
is critical to Fifo‘/c;dti)”? many SOPQiS“CﬁtEd value-added sevices, SUChhaS se- account the relative usage of the individual filters in a filter table
curity, QoS, load balancing, traffic accounting, etc. Variaus approaches to . - . .
packet classification have been studied in the literature vilh accompanying .tO build a more Optlma! Se.a_rCh d‘?ta structure. This !S especially
theoretical bounds. Practical studies with results applyig to large number ~ important as usage of individual filters tends to be highly unbal-

of filters (from 8K to 1 million) are rare. anced.

_ Inthis paper, we take a practical approach to the problem of mcket clas-—— qyr glgorithm is amenable to implementation in software,
sification. Specifically, we propose and study a novel apprach to packet . . .
classification which combines heuristic tree search with tb use of filter hart_jware, ora (_:om_blnatlo_n Of_ the two. We examine some of
buckets. Besides high performance and reasonable storagequirement, the implementation issues in this paper.
our glgo_rlthm is unique in the sense that _|t can adapt to the iput packet In a nutshell, our contributions are: (1) We propose and study
distribution by taking into account the relative filter usage. Ih isti ht ket cl ification that id
To evaluate our algorithms, we have developed realistic mads of large a novel heunistic approach to packet classitication that provides
scale filter tables, and used them to drive extensive experintation. The 900d average case performance, uses reasonable storage, and can
results demonstrate practicality of our algorithms for even up to 1 million  adapt to the usage of individual filters. (2) We examine different
filters. issues concerning the practical implementation of our approach.
(3) We identify characteristics of realistic filter tables for differ-
I. INTRODUCTION ent classes of router devices and develop a framework for mod-
eling them. (4) We provide benchmark results on the practical

Multi-dimensional packet classification with a large num_b_ erformance of our proposed algorithms based on the filter table
of filter rules is a provably hard problem [4], [7], [8]. Spec'f"models of different router devices

cally, previous work has cast it in terms of the range matchingrp,q jya1ance of the paper is organized as follows. In Section Ii,

problem in cpmputational geometry [3], where there are vario\w% precisely define the packet classification problem. In Sec-
known algorithms anq theoretical results. tion 111, we present the details of our algorithms. In Section IV,
Most of these studies, however, focus on worst-case perffs eyamine implementation issues. In Section V, we present our

mance, and does not take into account actual filter usage stgligserimental results. In Section VI, we compare our approach
tics, nor the types of commonly occurring filter patterns. Morgg rajated work. Finally, we conclude in Section VII.
over, they provide sparse experimental results. In practice, the

asymptotic complexity does not accurately tell how the algo- 1. THE PACKET CLASSIFICATION PROBLEM
rithms scale to large number (e.g., from 8K to 1M) of filters. o ) o
In this paper, we take a more pragmatic approach. Our in-From an algorithmic perspective, the IP packet classification

terest is not as much in analytical results, but in exploring tlﬁ’éo,blem is simply a concretg Instance (.)f the abstract_ classifi-
practical limits of packet classification and understanding pé:iat'o_r‘ prot_)lem. I_n the following, we define the latter first and
formance through empirical experimentations. Our algorithﬁ’?ec'a“Ze itto IP in the next subsection.

is mot|vate_d by intuitive obsgr_vatlor_l on the classification PI%  Abstract Classification Problem

cess, and is based on an efficient divide-and-conquer approach.

Specifically, we break up the classification procedure into twoA basic filter f is an ordered paifb, m) of binary strings of
main steps. In the first step, our algorithm tries to eliminatesjual length. We call thepattern andm themask m indicates

as many filters as possible by examining specific bit positiortbe significantbits in b for matching purpose. For example, the
However, instead of eliminating all but one filter, the first stepasic filter (1001, 1010) means that the first and third (counting
terminates when the set of remaining filters is less than sofinem left to right) bits of “1001" are significant for matching pur-
pre-specified maximum. We call this set of filterfileer bucket pose. Equivalently, a basic filter can be represented as a ternary
This early termination avoids the explosion that is often the retring in the alphabef0,1,*}. Specifically, all the insignificant
sult of trying to completely differentiate between a few “simibits in b are replaced by “*,” the don’t care bit. The example
lar” filters. In the second step, the filter bucket is processedabove can be denoted as “1*0*.”

find a match. Because of the limited size of a filter bucket, a Three special cases of basic filters can be defined. A basic
completely different procedure (e.g., (hardware-based) linearfitter, or equivalently called anask-basedilter, f = (b, m) is
associative search) can be used. In essence, our algorithmdslied (1)exactif m consists of all “1"s; (2wildcard if m con-
modular composition of two procedures: the first to decompaosists of all “0”s; and (3)prefixif m is made up of “1"s followed
large filter table into small filter buckets of a fixed maximunby “0”s. Clearly, both exact and wildcard basic filters are special
size (from 8 to 128), and the second to process filter bucketscases of prefix basic filters; and any basic filter can be repre-
limited size to find a match. sented as a collection of prefix basic filters. For example, the



basic filter “*0**” is equivalent to the collection of prefix basica maximal subsequence satisfying (1)—(3). We can easily show

filters {“00**", “10**" }.
A binary stringt matchesa basic filterf = (b, m) if t andb

that such a division produces a unique gaiand7". We call
the process of obtaininfj andT’ reduction and denotéT", T")

are of equal length and are identical in all significant bit positioras thereductof F'T'.
as indicated byn. For example, “1100” matches the basic filter A filter table F'T is said to beeducedf its reductis(FT, ().

“1*0*.”

A k-dimensional filterF is a k-tuple of basic filters. A k-
dimensional filter table of siz& is an ordered sequence bf
k-dimensional filters. We typically denote such a taBl€ by
the sequencé’, F», ..., Fy. The size of a filter tabld'T is
denoted by FT|,i.e.,|Fi, Fs,...,Fny| = N.

Let ¢ be ak-tuple(¢y,...,t;) of binary strings, and” a k-
dimensional filter denoted biyfi, . . ., fx). We sayt matches
if forall 1 < j < k, t; matchesf;. In this caseF is called a
matchingfilter for ¢.

Given ak-dimensional filter tablé'T" of size N denoted by
Fy,..., Fy, a procedure foabstract classificatiotakes an ar-
bitrary inputk-tuplet and returns the first; such that matches
F; or NIL if there is no match. We calf; the best matching

filter for ¢.

B. IP Packet Classification

The IP packet classification problem can be stated as a spe-
cific instance of the abstract classification problem applied to
the domain of classifying IP packets. The specific instantiation
is defined as follows:

« The different dimensions of a filter correspond to the different
fields of interest that can be extracted from an IP packet or its
processing path.

Two forms are more popular: (1) 2-dimensional table with
source and destination IP addresses; and (2) 5-dimensional ta-
ble with source and destination IP addresses, protocol number,
source and destination TCP/UDP port numbers.

« For IP packet filtering, a general form of filter calledange

filter, where each dimension is specified as a rargg)((s < f

An equivalent formulation of the problem is to associate eaelne integers), is sometimes used. For example, one can specify

filter with a distinctcostor priority. In which case, the classifi-

a range of port numbers to match using the range filter (6031,

cation procedure should return the matching filter with the les&®11).

cost or highest priority.

A range filter is more general than a prefix filter. It is, how-

A simple extension to the classification problem is to assever, not directly comparable to a mask-based filter. Specifically,

ciate each filte; with a weightiW;. The weight represents thesome range filter (e.g., (9, 11)) can not be expressed as a single
relative match frequency of a particular filter, and is typicallgquivalent mask-based filters, and some mask-based filters (e.qg.,
derived from the distribution of the input tupteor filter usage “*01*”) can not be expressed as a single equivalent range filter.

statistics. More precisely, létbe drawn from some fixed inputIn general, any range basic filter can be represented by a collec-

distribution from which thd¥;’s are derived. Then

prob(F; is the best matching filter far) Wi
prob(F; is the best matching filter fan ~ W;

Knowledge of the weights may help in constructing more e?—
ficient classification procedures. We call this extended proz?]-

lem theweighted abstract classification probletm the sequel,

to avoid repeated definitions, the classification problem with
weights is treated as the weighted classification problem Wh?l[l%

all W;'s are 1.

Filter Covering

(0]

tion (from 1 tof — s + 1) of mask-based filters.

Our proposed algorithm can potentially handle both mask-based
and range filters because of its modular nature. Specifically, the
tree search phase operates on mask-based filters, while the filter
ucket search phase can process any type of filters.

The weighted IP packet classification is similarly derived from

e corresponding weighted abstract classification problem. In
this case, the weights are derived from the usage counters asso-
Uhted with each filter; and for performance evaluation purpose,
incoming packets are assumed to be distributed in a way con-
sistent with the weights.

The ability to adapt search to incoming traffic is especially im-
portant for IP packet classification as filter usage tends to be

Given a filter tableF'T’, not all filters can potentially be pighly unbalanced. This distinguishes our approach from most

matched. For example, consider the 1-dimensional filter tabl@isting approaches that can not easily take into account the rel-
1%, 00, 11, 01, 0% both the filters “11” and “0*” will never 4jye usage of individual filters.

be returned as a match as any input matching them would have
matched earlier filters, “1*” for the former and “00” or “01” for C. Solution Requirements

the latter.

We can formalize this with a notion calledvering A set of
filters S = {F;} is said tocovera filter F if for all input ¢, if ¢
matches, thent also matches some filtér; in S. Given a filter
table F'T', a subsequence of filtefs, , ..., F;, is said tocover
F, if {F;,,..., F;, } coversF, andi,, < /.

Using the covering relation, we can divide a filter talbl@’
into two sub-table§” and 7" such that (1) filters ifl" and 7"
are subsequences 617'; (2) T andT” form a partition of F'T,
i.e., all filters inF'T are in exactly one of" or 7’; (3) VF' €
T' 3F;,,...,F;, € Tsuchthat;, ... F; coverF;(4)T'is

s Im

In other words, a basic filter is equivalent to a 1-dimendiitter.

In comparing solution approaches, we first fix the complexity
of filters and the number of filter rules. In this paper, we focus
mostly on2 and5-dimensional prefix-based filters and filter table
size of up to 1 million entries. Different solution approaches can
then be differentiated along the following criteria.

Speed of Classification. There are at least 3 measures for
the speed of classification: (1) worst case: the worst case search
time possible for a packet; (2) average case: the average case
search time possible for completely random collection of pack-
ets; and (3) statistical: the average case search time for packets
drawn from some a priori specified packet or filter usage distri-
bution. In this paper, we measure statistical search speed by first



index jump table

assigning weights to filters, then we generate random packet
traffic consistent with the weight distribution, and measure the B ~
average search speed.

Amount of Storage.  The amount of memory space occupied search
by the search data structure is an important consideration. There - trees
is a clear tradeoff between search time and search space. / \
Large memory space not only means extra cost for memory, ..
but it may also force the use of slower memory (e.g., DRAM) in f\%
place of faster memory (e.g., SRAM). =i =

Ease of Update. There are 3 possible updates: (1) full '\v\ /'
update: this refers to the initial construction of the search data filter buckets

structure from the filter table, or any re-construction thereafter Fig. 1. Search Data Structure
from scratch. (2) incremental update: this refers to the incremen-
tal addition or deletion of filters from a search data structure. (@) keep a usage counter for each filter for statistics collection
reorganization/rebalancing: as filters are added and/or delgig@ipose. An approach that can make use of such statistics is de-
over time, the search data structure may lose its efficiency. Csifable. We call such approachasaptive as they can adapt to
tain packet classification approaches may include a procedureénisut traffic characteristics.
reorganize the search data structure so as to regain its operaginghere is a clear search speed vs storage tradeoff in most
efficiency. packet classification approaches. A good approach should allow
Since we do not describe the incremental update proceduiiggible and tunable control between search speed and storage.
in this paper due to space limitation, we do not consider thépecifically, a user should have an explicit means to decrease the
further. storage requirement if she is willing to accept a higher average
search time, or vice versa.
Our approach addresses each of the above observations. At a
Our approach consists of 4 algorithms: initial construction, (eery high-level, our approach organize the search space into 3
equivalently, full update), incremental insert, incremental deletayers (Figure 1):
and search. The first 3 are for construction and maintenanChdex jump table — The filters are statically divided into dif-
of the search data structure, and the last one for performing fBfent groups using some initial prefixes of selected dimensions.
actual classification. Due to space limitation, we will not discugssearch tree — The filters in each group are then organizedin a

IlIl. ALGORITHMS

incremental update procedures in this paper. 2m_ary search tree. The search tree is constructed by examining
~ To motivate our approach, we first make a few key observa; hits of the filters at a time, and dividing them irt® groups.
tions: The particularn bits chosen for examination in each step can be

1. For efficient search, a search path should seek to eliminat@aeg,vn from anym arbitrary unexamined bit positions from any
many filters as possible from further consideration in the smadlf the dimensions, and the choice is made to minimize dupli-
est number of steps. This, however, requires global optimizgition and maximize “balancedness” of the children. Many
tion and can be extremely computationally intensive, due to thgferent criteria can be defined for the division. Ours takes into
amount of look ahead. As an alternative, carefully designed logaicount the filter usage statistics, thus allowing it to adapt to the
optimization techniques can be used to obtain reasonable segfisttibution of input traffic.

paths. The division process terminates when the number of filters in a
2. Prolonged search time and/or storage explosion are often §a@e is less than some pre-defined maximum.

result of trying to separate “similar” filters. For example, sepg- Filter bucket— The set of filters left at the leaf nodes when the
rating the filters “0110” and “****" requires examining all 4 bits. division process terminates is calledilser bucket Essentially,
Therefore, to avoid explosion, “similar” filters may be separategfilter bucket contains a set of filters that we do not wish to
using a different technique. further distinguish using the tree. Typically, a different algarith

3. The suitability of a search algorithm is highly dependent Q& applied to search the filter bucket for a match. In other words,
the total number of filters. For large number of filters (e.g., 8Kthe filter bucket demarcates the point where the search approach
1M), a decompositional technique with a multiplicative decreaggitches from one to another.

factor can potentially yield an exponentially smaller set of filterg filter bucket contains at most a pre-defined maximum number
in a linear number of steps. For small number of filters (e.qtypically small from 8 to 128) of filters.

< 128), simplistic search procedures (e.g., a (pipelined) lineargjen the search data structure, the search procedure is

search) can perform as well as more sophisticated schemes. Thigightforward. A packet is first directed to a specific subtree
suggests that as search progresses, i.e., as the number of rergaifijexing via the jump table using the initial prefixes of certain
ing filters decreases, a change of the search approach mayfig ied dimensions. Then, it goes through a “sifting” process to
de5|rable. L ) ) place it further and further down the tree by inspectin@f its

4. Filter usage statistics can provide useful hint on construgfis each step, until it lands in a filter bucket. A bucket search
ing efficient search data structures. Most filter |mpIementatlor]lsocedure is then invoked to match the incoming packet against

2In real life, this comes from the filter usage statistics, aurgters associated the filters in the bu_Cket'_ ) )
with each filter. The tree phase is optimized to allow the search to quickly nar-
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Fig. 2. Concatenated View of IP Packet Filter Table

row down to a single filter bucket among a large set of filters (u
P+Node function BuildTree (FilterTableFT)

to 1 million filters in our experiments). The bucket phase is o
timized to quickly search through a small set of filter (up to 12
filters in our experiments) in a filter bucket to find a match.

Strictly speaking, our approach represents a class of al
rithms, rather than a specific algorithm. Specifically, by varyin
the criteria for selecting the: bits, m itself, and the amount of
lookahead in determining the bestbits to use, one can obtain
different instantiations of the algorithm. In this paper, we stug
the case for a specific bit selection criteria (to be described
Section 1lI-B), m = 1, and a single step lookahead. The ey
tension to the general case is straightforward, as the key id
remain the same.

In the following, for ease of explanation, the procedurg
shown are not optimized. An actual implementation tries
reuse as much computation as possible at each step (see
tion V).

Notations. Before we present the algorithms, some deg
nitions are in order. LeB be a 2-dimensionaln( rows bym
columns) array of ternary digits 0, 1, and *. That is ed&jh, j]
is either 0, 1, or *. We denote thieth row by BJi, -], and thej-th
column byB]J-, j]. In addition, we denote b3 —*-¥ the result-

JO-

*Table function BuildTable (FilterTableT, int Ay, ...,int hy)

maxEntries= [ | 2hi;
hj#0
T =newFilterTable (naxEntrie$;
foreachFilter F; € FT {
for j from 1to FT.dimensior{
let p; be the prefix in thg-th dimension ofF;;
d; = (h; > numberOfBits p;)) ? h; - numberOfBits f;) : 0;

(1.1) s; =first (h; — dj) bits ofp; @ d; bits of “0”;
(1.2) f; =first (h; — dj) bits of p; @ d; bits of “17;
foreachzq1 € s1..f1,22 € so..fo, ..., Tk € Sk..fr
(1.3) addF;lnhj toT[z1 B ao @ ...E ay] filters;
return T';

gl
2.1

n=newNode ();
let (7', T") be the reduct ofT;
n.reduce= (7', T");
FT =T,
if (FT| < BUCKETDEPTH) {
n.filters=FT;
return n;

g

2.2)

for j from 1to FT.dimension
preferencgj] = ComputePreferencéT[-, 51);
b = leastj such that for allz: preferencgj] > preferencgr];
F'Ty = sub-sequence of all filters iR'T" whoseb-th bit is “0” or “*”;
F'Ty = sub-sequence of all filters i7" whoseb-th bit is “1” or “*”;
n.bit=»b;
n.filters= NULL ;
n.left= BuildTree (FTO"’); (n.left).parent n;
n.right=BuildTree (FTl’b); (n.right).parent= n;
return n;

Y

’(2.3)
4)
_(2.5)

eé%se)

3

[0

2.7)
2.8)

D

s}:I\'go-lefunction BuildSearchStructure (FilterTabFeT, int k4
{
@

fi-
@

,,,,, int hy)

T =BuildTable €T, k1

for z from 1to |T| {
T[x].tree = BuildTree {[x].filters);
(T[x].tree).parent= T[x].tree;

return T';

ingn bym — (y — z + 1) array obtained by removing columas
throughy from B. We abbreviatd3—*-* by B~*. Lastly, each
row i of B has an associated weight denotediy

For each columry (1 < 5 < m), we define 3 quantities
NO0;(B), N1,;(B) andN*;(B) as follows:

>

1<i<n, Blijl=x

wherez could be 0, 1, or *. In wordsNz;(B) is the total
weights of all the rows whosg-th column isz. Furthermore,
we define

D;(B) = [N0;(B) — N1;(B)|

Fig. 3. Initial Construction

A. Filter Bucket

The basic building block in our approach is a filter bucket. A
filter bucket has the following properties: (1) It contains a small
pre-defined maximum number of filters; typical bucket sizes are
8, 16, 32, 64, and 128. (2) The filters in a bucket are “similar”
in some way. Specifically, there is a set of bit positions such that
all filters in the bucket are “similar.® (3) A filter may appear
in multiple filter buckets. For example, a range filter typically

appears in multiple filter buckets.

Because of the small number of filters, many techniques can
be used to efficiently search a filter bucket. We describe a few

which gives the difference between the total weights of all t{tere:

rows whosegj-th column is0 and those whosg-th column isl.
Let FT = Fi,...,Fy be ak-dimensional IP packet filter
table. By concatenating all the dimensions together, it can

eachF; is a fixed-length ternary digit string. Using the abowv
definitions, we associate for each colughof this array an or-
dered pai(N*; (FT), D;(FT). This is summarized in Figure 2.

We also denote by,,;,(FT) and D,,..(FT) respectively
the smallest and the largest values Bf(F1T') among all
columns of FT. N*,.;n(FT) andN*,,,.(FT) are defined in
a similar fashion.

« Linear Search — Though linear search may appear slow in
software, it is a decent choice for hardware implementation. By
ggarching each of the filters in a pipelined fashion, the through-
viewed as a 2-dimensional array of ternary digits. In particuld¥it of @ M-filter linear search equals that oflafilter search.
g’he matching of each dimension in a filter can proceed in paral-
lel by using multiple comparators. In other words, ahistage
pipeline implementation (with appropriate structuring of the fil-
ters into disjoint memory banks) can search a filter bucket of

depth) in the time of a single comparison.

3 is considered to be similar to both “0” and “1,” while “0"red “1” are not

“similar.”




« Binary Search — We can represent each dimension of a fil-

ter by an interval. A packet can be matched by first applying ai{nt function SearchTree (Packet p, *Nod®)

binary search on all the end points in each dimension, and then i; ETf:I NgL/Ll) re;turr:jNI& ;

H. ; : if (T filtery) /* leaf node *
combining the results from all_dlmenS|ons [8]. @) return BucketSearchy( T filters;
« Hardware CAM — By using a content address memory else/* internal node */

; ; ; if (p[T.bif] = 0) /* go left */
(CAM) to store each dimension (prepended with the bucket ID) ; ,, : (”[retu'ﬂn Sg;rcﬁfreim Tleft;

of a filter in a filter bucket, each dimension can be searched in else/* go right */
parallel and then combined in a parallel step to obtain a mat:hgl's) return SearchTreey(, T.righ)
Hardware CAM is most useful for applications where filter up- int function Search (Packet p, *TabiE)
date; are an order o_f magnitude Iess.frequent than p_acket fof- let 2 be the firsth bits in the;-th dimension o
warding rates, to avoid frequent reloading of CAM entries. 1) retun SearchTreeg, Tz, & . .. @ a1));

For the rest of this paper (and in particular the experimental}
results), we assume the use of linear search as the search preee
dure for filter buckets. Fig. 4. Search Procedure

C. Bit Selection

The bit selected at each node determines the overall “shape” of
the tree. Thus, given some global measure of the “goodness” of
. . . ) ; a search tree, the bit selected at each node should ideally “grow”
l<j<k the.number of bits; to be used in the |ndex1umpthe tree toward some final optimal shape. In abstract terms, we
table construction. assign a preference value for each unprocessed bit position (step

The construction consists of two key steps: steps (1) a 3 d ick the bit with the highest pref it
(2) of Bui | dSear chStruct ure() in Figure 3. In step (1) Egez)),(;r;)).we pick the bt wi © highest preterence position

(BUI | dTabl 8( ) ), the set of filters is broadly divided into a For a search tree, a typ|ca| “ Oodness” measure is the
collection of smaller filter sets by examining the fitstbits of weighted average search path length which is defined in our case

dimension; (steps (1.1)—(1.2)). A filter is duplicated into mul-2S
tiple such filter sets if the prefix length of at least one of its di- >, (depth of filter bucket - 3 .. _fiter bucket: V5)
mensiory is less tharh; (step (1.3)# denotes the binary string wa(T) = ;

concatenation operator). Thi thouah t d optimal. i tationall
Typically, theh;’s are chosen such that it is at most the min- 'S measure, Iougn concrete and optima, 1s computationatly

imal prefix length of thej-th dimension among all filters. Theexpensive to calculate, as it involves comparing fully constructed

motivation is that the set of filters sharing the same prefixestrr?es'

multiple dimensions is hopefully smaller. Both indexing or hasrgﬁ Atsﬂ? comprolmt|_se,| we tr?j/ to optimize Iocballl rPeas(;J”rels It? ? hcipe
ing can be used to map prefixes into search trees. hatthey c“umu ative y produce a reasonaply “good global soiu-
: L tion. The “localness” of a measure is defined by the amount of

In step (2) Bui | dTr ee()), individual subtrees are con-

structed for each smaller filter sets createday | dTabl e() . lookaheads it uses. In this paper, we present results only for the

Each filter set is divided recursively (steps (2.7)—(2.8)) until fase v_vhgre adsmglle b|t:|Ls|cho|sefn| atlfa;]:h ndode and our preference

can fitinto a filter bucket (step (2.2)). Each tree node in a subtré uﬁ IS afse on yont - leve Ot go_atﬁ_a ) bi

logically corresponds to a set of filters that is still under consid- .. € preterence _m*e fic we Study In this paper uses a combi-
Naion of 2 valuesN*; and D;. The former provides a mea-

eration. Each child of a tree node contains a subset of the filte te ofprogress Specifically, branching based on Bitvill not
in the parent’s node, and each leaf node contains a filter buck%?‘.'. 0Iprog =P y, bra 9
eliminate more filters from consideration for the amount of traf-

The basic idea of the division is as follows: Given a part|cul?|rc proportional toN* ;. Thus to maximize progress, the value

. e . o : }
bit positiond,* a set of filters can be divided into 2 groups: th?\l*j should be minimized. The latter provides a measuiteadf

"0"-group containing all the filters whosieth bitis *0” or ™.’ ancednessSpecifically, a smaller value dp; means more even
(step (2.5)) and the “1"-group containing all the filters whése . pecimcally, 7
branching of traffic into the next level.

th bitis “1” or “*.” (step 2.6)). The rationale is that if thieth bit In the experiments we report in this paper. we assian the oref-
of an input packet is “0,” then it can only match the filters in thgr nce vall?e of columiifor gfilter tableg?ile aé 9 P
“0"-group and thus only those need to be considered further, and n

B. Initial Construction

For initial construction, we assume we are givenka
dimensional IP packet filter tablET", and for each dimension,

total number of filter buckets

vice versa for the “1"-group. Thus, the key is to choose “goo%’;eferencéﬂ _ _Di(FT) = Dmin (F'T) N*; (FT) — N*in (FT)

bit positions so that only a small number of division is needed to Dmax(FT) = Dmin(FT)  N*maz(FT) — N*min (FT)
reach a leaf node. We describe our bit selection scheme in the

next subsection. Our construction approach is a “greedy” one in that it tries

The reductionin step (2.1) can be critical. By “collapsing” filto optimize only locally. The final tree it constructs can be
ters in intermediate nodes, the number of nodes generated catskewed” by the distribution of the bits in the filter set, and may
significantly reduced. To reduce the complexity of reduction, &® far from optimal. However, as we will present in Section V,
incomplete but less expensive form that removes only duplicathe results for even very large number of realistic filters (up to 1
can be used. The use of incomplete reduction can increasertfiion) are good. In addition, unlike most existing proposils
size of the resulting tree. can adapt to the actual usage of the filters.

4We focus only on single bit branching in this paper; our biésgon criteria  extends in a straightforward manner to the multibit case.



input output

i FIFO B. Search

/ \ There are 3 keys to optimizing search performance: (1) reduce
| | oot | o oo o | puckensearchlogi (nearseaeh) | ojounut| | the complexity of the basic search step; (2) reduce the number
o |\ vaversaioge || [ Lo ] of memory accesses; and (3) consider pipeline implementation.
@ T [N £ 0 We describe each below.
el — ﬁ wer | . . ﬁ l} Basic Search Step. ~ Our approach has 3 kinds of basic search
wblo | | Meeswuewre | [bank 3 foank ankM | daa steps, namely, indexing to select the correct subtree to search,

tree traversal based on a particular bit position, and the match-
ing of a packet to a single filter. The first two are extremely
D. Search primitive and map directly to hardware instructions even with a
software implementation. The third requires a number of com-

The search procedure is straightforward. Its code as sho@dyison proportional to the number of dimensions. In hardware

in Figure 4is Self—explanatory. FiI’St, it concatenates the |eadiﬂg)ugh' para"e' Comparators can be used to perform the match
h; bits from each dimensiop of the incoming packet to con-jn, 3 single step.

struct an index into the jump table to retrieve the root of a search o S
tree. Then, it traverses the search tree by branching accordifgfmory Organization. Careful memory organization is
to the value of the bit position stored in the current node, until§fitic@l to improving search performance. To reduce data access

reaches a leaf node. Finally, the filter bucket is searched to locifae: (1) Data that are needed in the immediate future should be
a possible match. stored close together (e.g., in the same memory page) so that they
Each phase of search, namely, index jump, bit branching 8 available without further fetching. For example, a child node

bucket search, are simple and are amenable to highly efficig puld be stored close to its parent, as that it is available as soon
implementatio;q in software or hardware as the branching decision is made. We have developed a novel

scheme for compressing and storing tree nodes such that the
nodes lying on a frequently visited tree path are stored closely
together in a memory page. We describe our scheme below un-
In a typical implementation, initial construction and updatger Tree Compression in Section IV-C. (2) Multiple separate

are software procedures that run on a standard CPU. They bw’{gmory banks should be used for pipelining (see below).
and maintain the search data structure in memory, which is in

turn accessed by the search procedurBhe search itself can "iPelining. -~ By dividing the search steps into different
be implemented either as customized hardware (e.g., FPGAS§9es, and pipelining through the stages, throughput (or the
ASICs) or as part of the data path software, depending on fp]lémbeg of classifications per second) can be significantly im-
particular design approach. proved: o _

Mutual exclusion is critical during update of the search data”AN €xample hardware pipelined implementation of our ap-

structure. This can be achieved by double buffering and soff@ach is shown in Figure 5. There are 4 stages in the pipeline:
form of atomic switch. (1) input/index jump, which retrieves a packet header from the

input FIFO, and look up the starting address of the appropriate
A. Initial Construction search tree from the index jump table; (2) tree trgversall, yvhich
] . o ] reads in tree nodes by pages and makes branching decision; (3)
If weights are not available, the initial construction should b§,cket search. which has its own internal pipeline. Each stage
run W?th all weights set to_unity. Then every so often, the coRyt this M-stage internal pipeline handIB&) CKETDEPTH /M
struction can pe re-run using actual usage statistics. The re-fars For each stage to operate in parallel, each has its own
can also be triggered by some measure of “balancedness,” fi&nory bank for storing the selected section of the filters; (4)
number of updates, etc. _ o ~ output stage, which retrieves the action data corresponding to
The two time consuming steps in the initial construction akge match.
the reduction and the preference computation. The former can bgygjng 4 novel way to partition the search tree into disjoint sec-
performed inO(N log N) time whereN is the number of filters yj5ns itis possible to further pipeline the tree traversal stage. W

to be reduced. The computation can be reused from the pargh; the details here due to space limitation. The tree traversal

to the children. . _ stage can have variable completion time, internal FIFOs are used
Preference computation can be sped up by bounding the nygiapsorb the variation.

ber of columns to be examined. This is straightforward for non-
weighted case, aij() is an incr_easing function of the columns Storage
number; within a single dimension.

Fortunately, even though the number of nodes expands at eachhe bucket size provides an effective control for the amount of
layer, the tree construction gets more efficient, as both the nugfPrage used. A bucket size of 1 means the search tree must dis-
ber of filters and the number of columns decrease at each laji@guish every single filters from one another, thus a large tree is

The former could decrease geometrically while the latter liteeded. A bucket size equal to the size of the filter table requires
early. the minimal storage, and is equivalent to a linear search.

Fig. 5. An Example Packet Classification Pipeline Impleratoin

IV. IMPLEMENTATION CONSIDERATIONS

5 After appropriate downloading of the structure into the rognof the search  $Though latency may increase slightly because of the tiansitbetween
engine. stages.



0 = leaf node, 1 = internal node

structing a single search structure for all the filters, one can par-
tition the table up into 4 subtables: Table 1: all filters in which

left child: 1 = in same page, 0 = not
right child: 1 = in same page, 0 = not

) both the source and destination addresses are not wildcards; Ta-
e bit position ble 2: all filters in which the source address is a wildcard; Table
1]1]0 bit position 3: all filters in which the destination address is a wildcard; Table
‘ 1 ‘ 0‘ 0 ‘ bit position ‘

4: all filters in which both the source and destination addresses
are wildcards, which contains at most 1 filter. Corresponding to
= these 4 subtables, 4 search trees can be built and searched to find
‘ pointer to page 4 ‘
| a match.

‘ pointer to page 2 ‘

‘ pointer to page 3 ‘

‘ pointer to page 5

page 1 V. EXPERIMENTAL RESULTS

Fig. 6. Mapping of Search Tree to Memory Pages Evaluating a heuristic algorithm is tricky, as there are always

. . - Opathological cases that do not perform well. Evaluating a heuris-
Our algorithm does not provide a non-trivial worst-case stor- L
. S . a1 . licapproach for packet classification is even worse, as there does
age bound as it depends on the distribution of the “0”, “1”, an . : . )
. . . . ) . not yet exist real filter table with large number of filter rufes.
in the given filter table. It is possible to construct a highly S . !
e . ; Thus, in this paper, we resort to evaluating our algorithms by
skewed, but unrealistic, filter table that will require a large num- . . :
modeling what a large filter table would look like. Our model
ber of nodes. . . . . .
is based on practical observations on existing filter table, and
Tree Compression.  The search tree can be stored in a highigjecting on future applications for packet classification. Inter-
compressed form with a pointerless representation [9]. The cogstingly, the modeling of packet filter table can be considered a
pression follows 2 steps: (1) The tree is first segmented into subsearch topic in its own right, as there are many potential ap-
trees of a maximum size (number of nodes), 8aywhereX is plications for packet classification with diverse requirements. A
chosen based on the size of a memory page. We use a Huffm@ymmonly agreed model can serve as a benchmark for the many
encoding [1] like procedure for the segmentation. Specificallyacket classification algorithms that have been proposed. Be-
we label each node with a weight: a leaf node’s weight is thause applications of packet classification are not yet fully de-
sum of the weights of all filters in its bucket, an internal nodeigeloped, our model should best be understood as a first attempt
weight is the sum of weights of its children. Then we start froa capturing the potential complexity of a filter table.
the root collecting nodes into a page by selecting the node within a nutshell, in our modeling approach, network elements
the largest weight from all the nodes adjacent to some nodesatk classified into distinct types, some examples are workstation
ready in the pagé.This process continues until the page is fullhosts, server hosts, subnet border routers, enterprise core routers,
Then a new page collection is started with one of the adjaceniterprise edge routers, ISP edge routers, ISP core routers, and
nodes. Figure 6 shows an example. (2) Each internal tree n¢8P peering routers. For each class, the applications and char-
can be encoded using a 3-bit type together WiV bits (W is  acteristics (e.g., distribution of values in each dimension, filter
total number of bits in all dimensions) of node information (i.especificity, etc.) of their filter tables are identified. A summary
the bit position to be examined). For source and destinationdPtheir key characteristics is presented in Figure 7. These char-
address filters, each internal node can be stored in 9 bits. Eagteristics in turn are “codified” in filter specification files of our
leaf node need a 1-bit type together with a bucket ID. As we willesign. Specific filter table instances can then be obtained by
see in Section V, a 24-bit bucket ID is far more than enough. running a filter generation tool that we have built on the filter
An example encoding of page 1 is shown in Figure 6. We nagpecification file.
that for a page withX nodes, there are atthe mdst-1 external ~ Our particular modeling approach will certainly be scruti-
pointers. nized. It does, however, serve a purpose in establishing the fea-
Using our tree compression, a search tree with even up tsibility and baseline performance of our proposed algorithm.
million nodes take up at most a few Mbytes of memory, which The results we report below are for the case of an ISP edge
is well within acceptable limits in a modern high-end router. router, which, in our opinion, would need to support the largest
umber of packet filters. Briefly, our ISP edge router filter spec-

Filter Bucket Compression. Filters common to many filtef. i ists of 4 tions: (1) VPN filters that has full
buckets need not be stored multiple times. For example, a filtdfation consists of & Sections. (1) liters that has Tully
ecified source and destination addresses, and port numbers;

cache for theM most frequently occurring filters can be kep pe X . . .
in on-chip memory. The cached filters can be represented b gmgress filters that apply to sources in a single subnet; (3)

ngress filters that apply to sources in multiple subnets; and (4)
ingress filters that apply to souces in an entire domain.
Wildcard Separation. Wildcard filters are the main contrib- Our results are obtained by random|y generating a |arge num-
utors toward storage explosion. If a dimension contains a langér of filter table instances of varying sizes using our ISP edge
majority of wildcard filters, it may be better off to separate themuter filter specification. For each experiment, we collect the
out in another table and construct two different search trees tBgtistics (e.g., number of filter buckets (leaves), tree depth) of
must both be searched to find a match. the tree structure by explicitly constructing it, and the search

As a concrete example, consider a filter table with source apérformance by running a large number of randomly generated
destination IP addresses as the 2 dimensions. Instead of qelveying the weights) packets through it.

cache index in the filter buckets they appear.

"This is in a way similar to Dijkstra’s algorithm for compugrthe shortest ~ ®Most existing ones consist of at most hundreds of rules, leymostly have
path. a bias toward firewall applications.



([ Type [ #ofFilters | Use

Address Characteristics ]

Workstation Host 8K QoS (by destination IP, applicat fixed source IP to any, most traffic goes to a small number |of
tion) fixed destination hosts, the rest is uniformly distributegroa
large number of random destinations, about even ingressied
traffic
Server Host 8K-64K QoS (by source IP) from any to fixed destination IP, highly unbalanced ingregsss

traffic ratio, about equal traffic goes to a large number ofidas
tion hosts with a fixed domain prefix (Intranet server) or @nd
(Internet server)

Subnet Border Router 8K-128K QoS (by L2 label, subnet), secy- from fixed subnet prefix to any, or from fixed subnet prefix p
rity (by subnet) fixed subnet prefix

Enterprise Core Router 8K-64K QoS (by physical port, L2 label| from fixed subnet prefix to fixed subnet prefix (Intranet), ondr
application, TOS) fixed subnet prefix to any (Internet)

Enterprise Edge Router | 64K-256K | QoS (by destination IP, appli{ from fixed domain prefix to fixed destination prefix (VPN), d
cation), security (by source IP)| from fixed domain prefix to any (Internet), segmented by submne
tunneling (by source and desti-
nation IP)
ISP Edge Router 512K-1M QoS (by source IP, application| from large set of domain prefixes to another large set of don
TOS), consistency (by source prefixes (VPN), or from large set of domain prefixes to any (In-
IP), tunneling (by source and ternet), segmented by customers’ logical interfaces
destination IP)

>

ISP Core Router 8K-128K QoS (by application, TOS| transit traffic vs traffic that originates and terminateshie ISP
MPLS label)
ISP Peering Router 8K-128K peering agreement enforcement transit traffic vs traffic that originates and terminateshie ISP

(by physical port, source IP)
consistency (by physical port
source IP)

Fig. 7. Filter Characteristics by Location

We have focused most of our experiments on 2 cases: (1ir& depth proportionally, though it does increase the total num-
dimensions including source and destination IP addresses, frer of filter buckets. This apparent contradiction is explained by
tocol number, and source and destination port numbers; andtt® fact that certain filters (e.g., a wildcard filters) are duplicated
2 dimensions with only source and destination IP addresses. Tiite multiple subtrees. For example, a wildcard filter is dupli-
trends in both cases are similar. For brevity, we present only ttegted inta2(+6) = 4096 search subtrees with a 6x6 jump table.
results for the 5 dimension case.

All results are obtained from pure application-level softwar@. Search Performance
implementations of the algorithms in C on a standard deskto ; )
Pentium 1l 400MHz with 512K L2 cache. The impIementatioEpFrom Figure 8(b), we see that the search performance de

: t ontimized 1 byte ¢ h filt bﬁEeases sublinearly with increase in filter table size. The perfor-
is not optimized (.g., we use 1 byte to represent each filter ance range is from about 261,000 classifications for filter table

especially in regard to the use c_)f Iinear search for f_ilter bUCkegs’me of 8K to 113,000 classifications for filter table size of 1M.
The results are sur_nmarlzed n Fl_gures 8_10'_ Figure 8 Shogﬁce these results are from an application-layer program, we
the general trend as filter table size increases. Figure 9 showsfhe,, ., many-fold increase in performance in an embedded soft-
effect offilter bucket size on the storage and se_arch p_erformarw re implementation running on a dedicated CPU, and even bet-
Figure 10 shows the benefits of the first level index jump tab r performance with a customized hardware implement&tion.

The notation AxB refers to the use of A and B bits respectively e note that the specific search time we obtained is highly

from the first 2 dimensions (source and destination IP address . : . o
to form the jump table. We elaborate on the results below. Skewed by the time spent in the linear search phase. Specifically,

. the tree traversal time is directly determined by the tree size, it
We do caution that our results here represent average case y y

. , : . ﬁgé'reases proportionally as the tree reduces in size.
formance using our filter table models. It is possible for one to . N
We also observe that the weighted case performs significantly

construct artificial examples whose results deviate significan Ig .
.petter than the non-weighted case. In fact, the performance of
from our average case. Though, as our results show, the filter

: . : . e weighted case ranges from 2 to 4 times better than their non-
bucket size and the index jump table can serve as effective tun- . . : . i
e e weighted counterpart, and is relatively insensitive to the filter
able controls to temper potential “bad” filter tables. ; . : . )
table size. This provides evidence to the importance of collect-
A. Tree Statistics ing filter usage statistics and the potential benefits for a packet
. . classification algorithm to exploit them.
Frorr|1_ Flgulre s(r?)’hwi'lsee tgf‘t the nurrr:_lberhof (;'lterthCketSFrom Figure 9(b), as expected with a linear search of filter
gLOWSI mea_rlz/ W't "t € r;tir t]f,il e S'éle’ w |eEt € fepi glrlpwﬁuckets,we see that as the filter bucket sizes increases, the search
aboutlogarithmically with the filter table size. Eventor 1 million 50 qecreases. The decrease is, fortunately, sub-linear. A double

filters, less than 200’00_0 filter buckets are used. of filter bucket size does not come close to halving the search
As expected, the weighted case has a larger tree (numbeFa g

filter buckets and depth) than the non-weighted case in genera

. : S ; rom Figure 10(b), we see the benefits of using a jump table.
1—8; ?ﬁ;ﬁ?g;i%i increase is not significant though, and is bel‘?ﬁve search rate is higher with the use of jump table. In particular,
0 .

From Figure 9(a), we see that the filter bucket size providtci-hgeo/:)J Z(\a/grf tigi);iéuvn\?ﬁ et;aebrllicj?srr:qgr;\g?eeg leggg dup of more than

an effective control for storage requirements. A doubling of the
filter buck_et size about halves the number 01_‘ filter buckets. 9 hardware pipeline implementation using parallel comfuasacan remove
From Figure 10(a), we see that the use of jump table decreasesgey bottienecks: bit examination and the linear filtezket search.
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V1. RELATED WORK

into 2 broad categories: geometry-based and non-geome
based. The former refers to algorithms that interpret filters

ge

i

ometric shapes, and map the packet classification problem to

Existing approaches to packet classification can be grougine form of geometric point-location problem. The latter refers

any other approach based on regular data structures such as
es and graphs. [8] and [2] belongs to the former, while [7],



[4], [6], [5] and ours belong to the latter. as an effective tunable control to reduce memory usage at the

[8] presents 2 algorithms. The first algorithm admits a haréxpense of increased search time. We do not claim optimality
ware implementation but does not readily scale to a large number universal applicability of our approach, but the key ideas in
of filters. The second algorithm applies only to 2 dimensionsur approach represent novel tools for tackling the problem of
and it does not appear to easily generalize to higher dimensigpacket classification. We would have liked to try our algorithms

[2] is based on space decomposition, it has worst-case searotieal filter tables, this have proven to be very difficult. For pri-
time similar to the best existing schemes, but improves on tit&cy reasons, real filter tables are not easy to obtain. For the few
worst-case update time. ones that we do have, they are too small (hundreds of rules) to

[7] also presents 2 algorithms, namelgrid of Tries and Ccreate any stress on our algorithm.

Crossproducting The construction of the former appears to be Our approach is also the only one we know of that can adapt
complicated, and updates can not be easily performed. A ctsthe input traffic distribution (i.e., relative filter usage). As
cade update o$witching pointersnay be triggered by a singlethe results demonstrate, taking into account the relative usage of
update. Crossproducting, as the authors admit, can suffer frég¢h filter can dramatically improve search performance, by as
memory blowup. They introduce an on-demand scheme, but digich as 400% in some of our results.

not provide extensive results. It would be interesting to compareUnlike most existing studies, our emphasis is on the average
the average performance of crossproducting with our approagiase performance and practical results. To this end, we have

[4] uses an approach based adirected acyclic grapDAG). identified the different characteristics of filter tables for differ-
The approach is simple, but it requir@$N?) storage. Though €nt classes of router devices, and proposed and implemented a
both our scheme and the DAG scheme use bit positions to cigmework to model filter tables. We feel that this is an im-
struct a search tree, the details are significantly different. TRertant research area in its own right. Our effort should be con-
two key components of our algorithm, heuristic bit selection argidered a first step in this (right) direction, it is necessarily con-
the concept of a filter bucket, are unique to ours. Since no féfoversial as different people tend to have different projections
mal description was given for the DAG algorithtit is not clear on how large-scale packet classification will be applied. Better
how the algorithm scales to large number of filters. Again, tHgodels can be defined as more real-life applications of packet
average case comparison with ours should be interesting. ~ classification are proposed.

Both [6] and [5] represent new interesting approaches toFor ongoing work, we are exploring variations of our basic
packet classification. Recognizing the inherent difficulty of thi@Pproach. Specifically, we are looking at different bit selection
problem, both try to exploit structure within a filter table to imcriteria and multibit tree construction.
prove search performance. Specifically, [6] makes use of the REFERENCES
observation that there is typically only a small number of prefix] T.C. Bell, J.G. Cleary, and I.H. WittenText CompressionPrentice Hall,
lengths in a filter table, while [5] exploits the observation thay, %A?gBouddhikot, S. Suri, and M. Waldvogel. Space decompimsitechniques
“overlaps” of filter rules occur much rarer than suggested by the for fast layer-4 switching. IProceedings of IFIP Workshop on Protocols
worst case. Similar to ours, [5] is heuristic-based, while [6] pros, for é*égge?ge&fiv’;ﬁ“ggﬁg"e@'O“’\'g?ﬁ?;’;‘f;ﬁtésbéggﬁ\j}azrglzéi}ngp%?é_
poses the use of a heuristic to improve its searches. tional Geometry: Algorithms and ApplicatianSpringer Verlag, 1997.

Overall, most existing studies focus more on the worst-caldh 0. Decasper, 2 Diia G, Parlar, and &, Ptier. Sogluains, Asote
bounds. Our emphasis is on practical approach with good av- comm pages 191-202, Vancouver, Canada, August 31-Septemises4 1
erage case performance and tunable controls to deal with “b&d” ';'rcff‘:‘égﬁn%gdoyAc“”,\jgﬁg&”mm';gg‘;e{ gfﬁ%‘g?gg’m”b‘r’iggrgf‘*,\t}lg‘;'g:chﬂgensy
cases. August 30—September 3 1999.

[6] V. Srinivasan, S. Suri, and G. Varghese. Packet claasific using tuple
space search. IRroceedings of ACM Sigcomipages 135-146, Cambridge,
VIl. CONCLUSION Massachusetts, August 30—September 3 1999.

. _[71 V. Srinivasan, G. Varghese, S. Suri, and M. WaldvogelstRand scalable
We proposed and studied a new approach to packet classificadayer four switching. ~ InProceedings of ACM Sigcommages 191-202,

fion. Our approach combines two seach procedures: a heurg Lt LT AU, e S et v
tree search for separating a large set of filters into fixed size Til- using efficient multi-dimensional range matching. Rroceedings of ACM
ter buckets, and another search procedure for searching througffé%%?mm pages 203-214, Vancouver, Canada, August 31-September 4
fixed size filter buckets (we use linear search in our study). Th# H.-Y. Tzeng. Longest prefix search using compressed treProceedings
modular construction is motivated by the practical observation ©°f 'EEE GlobecomSydney, Australia, November 8-12 1998.
that a single search approach may not be optimal for filter table
of all sizes.
Through experiments with a large number of filter tables,
we demonstrated that our approach yielded good search speed
(around 200K classifications per second for 128K filter table
using a pure software implementation) and reasonable storage.
Though we caution that the experimental results do not consti-
tute a complete validation of our approach, we do believe they
demonstrated its general feasibility. As in all heuristic approach
though, cases can be constructed where our approach do not
work well. In those case, the filter bucket depth can be used

101t was introduced in the paper using an example.



