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Abstract— This paper attempts to throw light on Crypt-

analysis with emphasis on Differential Cryptanalysis. It

gives the reader an idea about how ciphers which were con-

sidered traditionally secure, when specified as mathematical

functions are not really secure in real world implementa-

tions. In this paper, I try to analyze various research pa-

pers and techniques that have been proposed in the area of

differential cyrptanalysis and try to propose my scheme for

defeating these kinds of differential cyrptanalysis.
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I. Introduction

With the exponential growth of computing power and
electronic systems, the need and urge for developing an
efficient and fool proof way of securing them have also in-
creased proportionately. Cryptographic research has been
a very active field of research for some time now and as
the need for developing new encryption algorithms keeps
increasing, several new and interesting block ciphers have
been developed. One of the ways of testing these block
ciphers would be differential cryptanalysis.

It is a powerful tool for analyzing and testing block ci-
phers and the new block ciphers that are being developed
should be designed so that these new block ciphers are re-
sistant to it. In this paper we would discuss some key con-
cepts in differential cryptanalysis and take a look at some
of the work done in this area and suggest a few changes
in the design of the crypto systems so that they become
resistant to these kind of attacks.

In Section 2 I give a brief overview of Differential Crypt-
analysis. In section 3, talks about the extensions to Differ-
ential Cryptanalysis and in section 4, gives the techniques
for defeating Differential CryptAnalysis and in section5, I
give my Idea for future trends.

II. Differential CryptAnalysis

A. Overview

The study of taking a cipher, ciphertext, or other infor-
mation about the cipher and using it to defeat the pur-
pose of the cryptography is called CryptAnalysis. Defeat-
ing in this case can be seen as eliminating privacy, as well
as fooling non-repudiation systems (such as digital signa-
tures). Essentially, cryptanalysists are the ”other side” of
the Great Cryptography War.
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The basic idea of Differential Cryptanalysis is to first ci-
pher some plaintext, then make particular changes in that
plaintext and cipher it again. Particular ciphertext dif-
ferences occur more frequently with some key values than
others, so when those differences occur, particular keys are
(weakly) indicated. With huge numbers of tests, false indi-
cations will be distributed randomly, but true indications
always point at the same key values and so will eventually
rise above the noise to indicate some part of the key.

The basic concept can be applied to virtually any sort
of statistic which relates ciphertext changes to key values,
even in relatively weak ways. But because the probabil-
ities involved are generally quite small, success generally
depends upon having very substantial amounts of known
plaintext. Thus, in practice, Differential Cryptanalysis
would seem to be defeated by the simple use of message
keys and limitations on the amount of material ciphered
under a single message key.

Differential cryptanalysis was basically introduced as an
approach to analyze the security of DES-like cryptosys-
tems. Differential Cryptanalysis was first described by Bi-
ham and Shamir in [1], and in greater detail in [2]. These
described the general technique, and its application to the
analysis of the DES and the Generalised DES. We will dis-
cuss the various works on this field in the following section.

III. Related Work

In 1990 Biham and Shamir described a new kind of at-
tack in [1] that can be applied to many DES-like iterated
cryptosystems. This is a chosen plaintext attack which uses
only the resultant ciphertexts. The basic tool of the attack
is the ciphertext pair which is a pair of ciphertexts whose
plaintexts have particular differences. The two plaintexts
can be chosen at random, as long as they satisfy the dif-
ference condition, and the cryptanalyst does not have to
know their values. The attack is statistical in nature and
can fail in rare instances.

Iterated cryptosystems are a family of cryptographically
strong functions based on iterating a weaker function n
times. Each iteration is called a round and the cryptosys-
tem is called an n round cryptosystem. The round function
is a function of the output of the previous round and of a
subkey which is a key dependent value calculated via a key
scheduling algorithm. The round function is usually based
on S boxes, bit permutations, arithmetic operations and
the exclusive-or (denoted by + and XOR) operations. The
S boxes are nonlinear translation tables mapping a small
number of input bits to a small number of output bits.
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They are usually the only part of the cryptosystem which
is not linear and thus the security of the cryptosystem cru-
cially depends upon their choice. The bit permutation is
used to rearrange the output bits of the S boxes in order
to make the input bits of each S box in the following round
depend upon the output of as many S boxes as possible.

Differential cryptanalysis is a method which analyzes the
effect of particular differences in plaintext pairs on the dif-
ferences of the resultant ciphertext pairs. These differences
can be used to assign probabilities to the possible keys
and to locate the most probable key. This method usually
works on many pairs of plaintexts with the same particu-
lar difference using only the resultant ciphertext pairs. For
DES-like cryptosystems the difference is chosen as a fixed
XORed value of two plaintexts.

In this paper [1]Biham and Shamir analyzed DES and
found out that; although DES seems to be very non linear
in its input bits, when particular combinations of input
bits are modified simultaneously, particular intermediate
bits are modified in a usable way with a relatively high
probability after several rounds. So for every input XOR of
an S box suggests a probabilistic distribution of the possible
output XORs. In this distribution several output XORs
have a relatively high probability.

Biham and Shamir used this property as a tool to iden-
tify key bits. If the output XOR of the F function of the
last round was found out, the set of possible subkeys en-
tering this F function when the pair of ciphertexts can be
deciphered. Using both ciphertexts it is easy to calculate
the input XOR of the F function of the last round and its
output XOR. Then the input XOR and output XOR of
each S box in the last round are known. In case k input
pairs can lead to that entry in the table, exactly k values of
the corresponding six subkey bits are possible. Most sub-
key values are suggested by only a few pairs. However, the
real value of the subkey bits is suggested by all the pairs
and can be identified. In Differential Cryptanalysis, a table
showing the distribution of the XOR of input pairs against
the XOR of output pairs is used to determine probabili-
ties of a particular observed output pair being the result of
some input pair.To attack a multiround block cipher, the
XOR profile is used to build n round characteristics, which
have a given probability of occurring. These characteristics
specify a particular input XOR, a possible output XOR, the
necessary intermediate XOR’s, and the probability of this
occurring.

Biham and Shamir describe 1,2,3 and 5 round charac-
teristics which may be used to directly attack versions of
DES up to 7 rounds. Knowing a characteristic, it is possi-
ble to infer information about the outputs for the next two
rounds. To utilise this attack, a number of pairs of inputs,
having the nominated input XOR, are tried, until an out-
put XOR results which indicates that the pattern specified
in the characteristic has occurred. Since an n round char-
acteristic has a probability of occurrence, for most keys we
can state on average, how many pairs of inputs need to
be trialed before the characteristic is successfully matched.
Once a suitable pair, known as a right pair, has been found,

information on possible keys which could have been used,
is deduced. Once this is done we have two plaintextcipher-
text pairs. We know from the ciphertext, the input to the
last round. Knowing the input XOR and output XOR for
this round, we can thus restrict the possible key bits used
in this round, by considering those outputs with an XOR
of zero, providing information on the outputs of some of
the Sboxes. By then locating additional right pairs we can
eventually either uniquely determine the key, or deduce
sufficient bits of it.

Figure2: Extension of attack to 16 rounds in DES.

In [2] Biham and Shamim developed an improved ver-
sion of differential cryptanalysis which can break the full
16-round DES in 237 time and negligible space by analyzing
236 ciphertexts obtained from a larger pool of 247 chosen
plaintexts.An interesting feature of this attack was that
it could be applied with the same complexity and success
probability even if the key is frequently changed and thus
the collected ciphertexts are derived from many different
keys.Any pair of plaintexts which gives rise to the interme-
diate XORs specified by this characteristic is called a right
pair. The attack tries many pairs of plaintexts, and elimi-
nates any pair which is obviously wrong due to its known
input and output values.
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Rounds Chosen Texts Analyzed Texts Complexity
8 214 4 29

9 224 2 232

10 224 214 215

11 231 2 232

12 231 221 221

13 239 2 232

14 239 229 229

15 247 27 237

16 247 236 237

Table 1: Summary of Results on DES

In earlier versions of differential cryptanalysis, each sur-
viving pair suggested several possible values for certain key
bits. Right pairs always suggest the correct value for these
key bits (along with several wrong values), while wrong
pairs suggest random values. When sufficiently many right
pairs are analyzed, the correct value (signal) overcomes the
random values (noise) by becoming the most frequently
suggested value. The actual algorithm is to keep a sep-
arate counter for the number of times each value is sug-
gested, and to output the index of the counter with the
maximal final value. This approach requires a huge mem-
ory (with up to 242 counters in the attack on the 15-round
variant of DES), and has a negligible probability of success
when the number of analyzed pairs is reduced below the
threshold implied by the signal to noise ratio.

In this paper Biham and Shamim have suggested a list
of complete 56-bit keys rather than possible values for a
subset of key bits. As a result, we can immediately test
each suggested key via trial encryption, without using any
counters. These tests can be carried out in parallel on
disconnected processors with very small local memories,
and the algorithm is guaranteed to discover the correct
key as soon as the first right pair is encountered. Since
the processing of different pairs are unrelated, they can
be generated by different keys at different times due to
frequent key changes, and the discovery of a key can be
announced in real time while it is still valid (e.g., in order
to forge authenticators for banking messages.

A. Differential Cryptanalysis Extensions

Differential cryptanalysis was introduced as an approach
to analyze the security of DES-like cryptosystems. The first
example of a DES-like cryptosystem was Lucifer, the direct
predecessor of DES, which was believed by many people
to be much more secure than DES, since it has 128 key
bits, and since no attacks against the full variant of Lucifer
were ever reported in the cryptographic literature. In [3]a
new extension of differential cryptanalysis, devised to ex-
tend the class of vulnerable cryptosystems was introduced.
This new extension suggests key-dependent characteristics,
called conditional characteristics, selected to enlarge the
characteristics’ probabilities for keys in subsets of the key
space. The application of conditional characteristics to Lu-
cifer shows that more than half of the keys of Lucifer are
insecure, and the attack requires about 236 complexity and

chosen plaintexts to find those keys. The same extension
can also be used to attack a new variant of DES, called
RDES, which was designed to be immune against differen-
tial cryptanalysis. These new attacks showed new light on
the design of DES, and show that the transition of Lucifer
to DES strengthened the later cryptosystem.

In this paper [3] differential cryptanalysis was extended
in several directions: The main extension of this paper lets
differential cryptanalysis to analyze a wider set of cryp-
tosystems. Conditional characteristics was defined as key-
dependent characteristics selected to maximize the charac-
teristic’s probability (the fraction of right pairs) for only a
specific subset of the key space. The required coverage of
(almost) all the key space is done via selection of several
conditional characteristics designed for different fractions
of the key space.

IV. Avoiding Differential Cryptanalysis

As told in the previous section, as more and more crypto-
graphic schemes are being developed more and more crypt-
analysis schemes are being developed too. So it always
constantly remains as a challenge to the cryptologists to
develop new schemes that are not vulnerable and are not
prone to attacks.

Several researchers studied how to make cryptosystems
immune against differential analysis, but till now, this ef-
fort was not very successful. Many of them suggested the
use of S boxes whose difference distribution tables are uni-
form, and in particular they suggested the use of bent func-
tions. However, the application of this suggestion to DES
was studied in and it was shown that the resultant cryp-
tosystems become much weaker than DES.

Differential cryptanalysis [1] is based on the fact that
in many s-boxes certain input XORs (i.e., certain fixed
changes in the s-box input vector) lead to certain out-
put XORs ( fixed changes in the s-box output vector) with
fairly high probability and to certain other output XORs
with very low or zero probability. Chosen plaintext attacks
can be mounted which take advantage of the relatively high
probabilities to reduce the search space for the key in use.
It is obvious, therefore, that if all output XORs occurred
with similar (ideally, equal) probability, differential crypt-
analysis would have no greater chance of success than ex-
haustive search.

s-boxes with equiprobable output XORs, can be designed
through the use of bent functions.These s-boxes cannot be
n x n bijective s-boxes since columns in the representative
matrix are bent and bent functions are not weight bal-
anced. Therefore, SPN cryptosystems taking advantage of
this work must be constructed such that it is never required
to go ’backwards’ through any of their component s-boxes.

Lai and Massey also observed that for the success of dif-
ferential cryptanalysis it is not necessary to fix the values
of input and output differences for the intermediate rounds
in a characteristic. They introduced the notion of differen-
tials. The probability of an r-round differential is the con-
ditional probability that given an input difference at the
first round, the output difference at the r th round will be
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some fixed value. Note that the probability of an r-round
differential with input difference A and output difference B
is the sum of the probabilities of all r-round characteristics
with input difference A and output difference B. For r ¡= 2
the probabilities for a differential and for the corresponding
characteristic are equal, but in general the probabilities for
differentials would be higher.

In order to make a successful attack on a DES-like it-
erated cipher by differential cryptanalysis the existence of
good characteristics is sufficient. On the other hand to
prove security against differential attacks for DES-like it-
erated ciphers we must ensure that there is no differential
with a probability high enough to enable successful attacks.

V. Future Trends

With the emergence of increasing and pressing needs for
safer and lesser vulnerable encryption systems, cryptogra-
phy research has been heading in the direction of quan-
tum physics. In the age of Quantum Computing, a nor-
mal quantum desktop can break a 512 bit encryption in
less than a day. Hence My suggestion to the problem to
designing ciphers which are resistant to cryptanalysis tech-
niques like differential cryptanalysis would be to develop a
quantum cryptographic system which is not prone to crypt-
analytic attack.

Another interesting idea that I propose for the design of
highly secure cryptographic design would be to use radioac-
tive carbon isotopes for encryption. The carbon atoms at
various isotopic form would act as bits for the encryption
and would work exactly like the radio-active carbon dating.
The radio-active carbon isotopes that are being produces
for encryption would be unique and can be decrypted only
by the corresponding atom present in the receiver side.
Thus this scheme is less vulnerable to differential crypt-
analysis type of attacks.
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